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1. Introduction :
1-1. Mifare Card
Sector 00 Sector 08

FBlock 00 (00)

Manufacturer Block

Block 32 (20)

Block 01 (01)

Block 33 (21)

Block 02 (02)

Block 34 (22)

Block 03 (03)

FFFFFFFFFFFFFFO78069FFFFFFFFFFFF

Block 35 (23)

FFFFFFFFFFFFFFO78069F FFFFFFFFFFF

Sector 01

Sector 09

Block 04 (04)

Block 36 (24)

Block 05 (05)

SOR

Block 37 (25)

Block 06 (06)

Block 38 (26)

Block 07 (07)

Block 39 (27)

FFFFFFFFFFFFFF078069FFFFFFFFFFFF

Sector 02

Sector 10

Block 08 (08)

Block 40 (28)

Block 09 (09)

Block 41 (29)

Block 10 (0A)

Block 42 (2A)

Block 11 (0B)

FFFFFFFFFFFFFFO78069FFFFFFFFFFFF

Block 43 (2B)

FFFFFFFFFFFFFFO78069FFFFFFFFFFFF

Sector 03

Sector 11

Block 12 (0C)

Block 44 (2C)

Block 13 (0OD)

Block 45 (2D)

Block 14 (OE)

Block 46 (2E)

Block 15 (OF)

FFFFFFFFFFFFFFO78069F FFFFFFFFFFF

Block 47 (2F)

FFFFFFFFFFFFFFO78069F FFFFFFFFFFF

Sector 04

Sector 12

Block 16 (10)

Block 48 (30)

Block 17 (11)

Block 49 (31)

Block 18 (12)

Block 50 (32)

Block 19 (13)

FFFFFFFFFFFFFFO78069FFFFFFFFFFFF

Block 51 (33)

FFFFFFFFFFFFFFO78069F FFFFFFFFFFF

Sector 05

Sector 13

Block 20 (14)

Block 52 (34)

Block 21 (15)

Block 53 (35)

Block 22 (16)

Block 54 (36)

Block 23 (17)

FFFFFFFFFFFFFF078069FFFFFFFFFFFF

Block 55 (37)

FFFFFFFFFFFFFF078069FFFFFFFFFFFF

Sector 06

Sector 14

Block 24 (18)

Block 56 (38)

Block 25 (19)

Block 57 (39)

Block 26 (1A)

Block 58 (3A)

SOR

Block 27 (1B)

FFFFFFFFFFFFFFO78069FFFFFFFFFFFF

Block 59 (3B)

EEEE R PR R R U SUGSEEEEEREEEEEE

Sector 07

Block 28 (1C)

Block 60 <3l{ﬁ
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Block 29 (1D)

Block 61 (3D)

Block 30 (1E)

Block 62 (3E)

Block 31 (1F)

FFFFFFFFFFFFFFO78069F FFFFFFFFFFF

_E’:Iock 63 (3F
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1-1-1. Manufacturer Block:
This is the first data block (block 0) of the first sector (sector 00). It
contains the IC manufacturer data. Due to security and system
requirements this block is protected and un-writable by the IC
manufacture at producing process.

1-1-2. Data Blocks:
All sectors contain 3 blocks of 16 bytes for storing data (Sector O
contains only two data blocks and read-only manufacturer block). The
data blocks can be configured by the trailer configure as
e Read/Write blocks, for example: literal sentence or contact-less
access control.
e Value blocks, for example: electronic wallet applications, where
additional commands like increasing and decreasing for direct
control of the stored value are provided.

1-1-3. Trailer Blocks:
Each sector has a trailer block containing the access conditions for the
four blocks of sector, which are stored in bytes 6~9. The trailer
configure also specify the type of the data blocks. However, SOYAL
has arranged two most common-used configure for programming mifare
system.
Default (FFO78069):
Key A Read/Decrease, Key A Write/Increase
A: Decrement B: Increment:
Key A Read/Decrease, Key B Write/Increase

Sector 00

Block 00 (00)

Manufacturer Block

Block 01 (01)

(Data Block)

Block 02 (02)

(Data Block)

Block 03 (03)

FFFFFFFFFFFFFF078069FFFFFFFFFFFF

Trailer Block

)

N
Key A Trailer Config Key B
Trailer Block 0~5 bytes 6~9 bytes 10~15 btes
FFFFFFFFFFFF|FFO78069 FFFFFFFFFFFF
Sector 02

Block 08 (08)

(Data Block)

Block 09 (09)

(Data Block)

Trailer Block

Block 10 (0A)

(Data Block)

Block 11 (0B)

FFFFFFFFFFFFFF078069FFFFFFFFFFFF

I
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1-2. AR-737P:
The AR-737P is the smartest programmer in contact-less Mifare® Smart

Card System. It is designed to improve read/write performance of
contact-less Mifare® applications. Choosing AR-737P is the royal road to
hasten and simplify the integrated software development.

1-2-1. Features:

e Supports single instruction auto CRC8 check and auto
backup/restore function.

e Supports RS-232 or USB 2.0 interface (USB Driver should be
installed at first)

e Controllable via software (Mifare Key and SOR Tools softwares)

e Built-in temperate Key A/B and default Key A/B buffers.

e Supports SORmifare protocol with high-security and user-friendly
interface.

1-2-2. Applications:
® Hotel, Motel, Sea House and Retailing Industries.
Parking, Pre-payment, Ticketing.
Access Control System.
Electronic Wallet

Customer License Control.

1-2-3. SOR — SOYAL Open system Rules
a. Introduction of SOR
SOYAL Open system Rules (SOR) is the protocol that SOYAL

developed based on MIFARE® MF1 IC S50, complying I1SO14443A
standard, in order to offer an exclusive interface which guarantees
absolute security of various applications for our partners. Before using
SOYAL open system rules, users are required to get an individual
distribution license from SOYAL.

Although MIFARE® MF1 IC S50 offered two alternate keys to increase
the security classification, there are still some risks of personal
careless and man-made betrayal. However, SOYAL Open System
Rule only not provide one way, Authorization Media, to protect the Key
A and Key B from divulging, but also give a multi-comparison and
Organization Layers to keep your system from above mentioned
affairs happening.



Advantages of SOR

Off-line value-stored function
Friendly user interface

e o o o T

6-layer management structures

Unbreakable security protected by Key A/B

c. Authorization Media — SIM, CIM, UIM

There three types of cards — SIM, CIM, and UIM, which are seperatly
used for issuing new cards (either authorization cards or end-user
cards) or launching new programmers. Based on different authorized
permissions, each of them plays different roles in SOR system. The
detailed functions are tabled as below :

Type

Name Appearance

Function Description

Authorization

Card

SIM

© Master Card with the highest

authority

© Contains both CIM&UIM’s functions
© Allow issuing SIM/CIM/UIM & readers

of sub-layer (Sub-layer of LAM

excluded)

CIM

Allow issuing LAMS of the same
layer

Allow modifying LAMs of the same
layer including ID, value and expiry

date

UiM

Allow launching & modifying
readers of the same layer

End-user
Card

LAM

A blank card in

general.

End-user card contains multiple
applications such as stored-value,

consuming and access control... ,etc..




d. Organization Layers
The 6-layer managing structure is exclusively designed for SOYAL's

partners (or main distributors) to extend their business up to six layers
in maximum. SOR, as the foundation of the system, is default
positioned at top of all layers, and SOYAL'’s partners (or main

distributors) are going to be positioned on Layer 1. Similarly, those

who are distributors of SOYAL's partners are going to be positioned on
Layer 2 by their suppliers.

SOR

Layer 1

Layer 2

Layer 3

Layer 4

Layer 5

Layer 6

1~ 60000

0 ~60000

0~250

0~250

0~ 250

0~250

SOYAL's Distributors

Sub-layer of distributors

Figure 2, Organization Layers-2

Figure 1, Organization Layers-1

@9 Launch Reader
@a- Launch Media

e. SOR in Mifare Card
In the SOR System, we have already taken the sector 01 for our

default functions, such as: authorization, layer-management, off-line
operation commends... etc..
Otherwise, we also use the sector 14 and 15 for last five transaction

logs tracking.

Layer 1

@e Launch Reader Layer 2
@e» Launch Media

"
— O ee—— —
"




1-2-4. Specification:

AR-737P

RF Frequency

13.56MHz (SORmifare)

Power Requirement

5VDC (USB powered)

Power Consumption

<1.5W

Communication | RS-232 AR-737PDX2N21
Interface USB AR-737PDX8N21
RS-232 9600 bps (N, 8, 1)
Baud Rate X
UsB USB 2.0 (Virtual COM Port)

Environment

-10°C ~ +75°C

0-95% non-condensing

Compliance (Optional)

01 1SO14443A
1 1SO15693
1 1ISO14443A/B+15693

Proximity Reading Range

Up to 60mm for ISO Card

Mifare 1 (IC50)

Supported Tags Mifare Ultra Light (L10)
Mifare Pro (IC70)

Indicator A bi-color LED and a beeper

Color Dark Pearl Gray

Dimensions (mm) 113(L)*71(W)*36(H)

Weight (g) 150+10

Housing Material ABS

Others

SOR Supported

1-2-5. Product Details
e User guide *1

e Soyal Mifare Open System Rules Programmer Manual *1
e AR-737P device *1

e Soyal SIM Card *3 ; Soyal CIM Card *3 ; Soyal UIM Card *3
SOYAL Software CD which included Mifare Key of SOYAL Tools
and USB interface driver

P.S. If you were purchased the AR-737PDX8N21 (USB Interface),
you should install its USB driver before you use it. (Regarding the
note of install, please refer to the appendix)

e Hexagonal Wrench *1 ; Hexagonal Screw *2



2. “Mifare Key” Operation

AR-737PDX8N21

Read/Write Uit Selection
r ARTZ1 HAWID r i 8, gaoc:
= BRTSTRIO r ARanEFERE | - I aLvne —
ERRTE é #F  Comm Bort
r TSL-0061/6366 ¢ 1 r .
r ARTZTHITATH ¢ =0 r
s Tl
& F Sehgp Device Key Buffer Kaya, o 0 =] Keyd o [Nore =
- 5 r Satup Media Trailer Block Kayd I_, HeyB I_
e | | Store in SIMCIMLIM Data Block e [t iFroTa0ee
r From SINCIMUIM => Dedce Key . e | | |
E * From SIMCIMUIM >> TMP Buffer = oures Blec e
r‘ r From TMP Buffer >> SIMICIMUIM Ky tndax (Akoady in Device) [0 -] [0 -]
 From TMF Buffer == Media Trailar Block Diendca TMP Butfer | - ]
P L] IO N M) | 2
LA |
) : I~ Dt Lumit I Check Open System Fules
UsariC {Site Usar] | = =l | G 8 . T ifuko Decrement Medium
Walus Block o . el o
IDMack Seckor o0 =] | T Enable Global Madia I Load Lift Data from Medium
DrateiTime Séctor [0 01 = | |} License Sector !f,l -| Ayt Deduct Valus E.'
[P | L3 DatasMask Lo [ = i
| ||| lobat Adar | |
@” L Marme Block - | Narme Access Key |
CiM Funchion Assign ] = ol r

[ [=]

Device Key Status
L Ml L3 bl
O tudl O bl
Catadl O mudl
COradl O mul
[ [T B T
OO hudl O3 bl
O Ml 4.{:_|r-u|
O ful = Pl
3 padl 3 Ml
Orall  Omull
Orall Okl
[ [ B Y
OrMill Okl
L3 Ml O3 Ml
Omal O
Ol O

B THE

THF Buffer Stalus

O3 el
0 tadl
L3 Pl

9.

Bratus |

10.

1. Select the device you're going to read or write
2. Show device on/off-line and card type (SIM / UIM / CIM/ LAM) and its serial

number

3. Select communication port / Login device / Change login password
(Default value: 112344)

4. Perpetual area that is write-only for device’s key (total 33 sets, 0-31 for
saving Key A and Key B; 32 fixed to default value: FFFFFFFFFFFF)

5. Select the card or device will be written in.
only will be selected while launch the sub-layer’s SIM/UIM/CIM.

However, SIM/UIM/CIM option

6. Key A/ Key B setting area which is HEX (0~9 and A~F) and allow each Key
to contain 12 characters.

7. Cards’ functions setting area (layer setting, card number, storage value,
expiry date, Global access management)
8. Reader setting area (layer setting, support SOR or not, layer setting, check

card’s date, increase / decrease value, Global access management

9. AR-737P’s temporary area can save the blocks’ data from SIM/UIM/CIM for
e.g. writing a new Key A/B into a new medium, which all data in this area will
be lost while device power-off. (Total 4 sets)

10. Status: Response message



Login Mifare Key

AR-737PDX8N21

o+ Boyul Opem Sysfem Rulex  ( Terdon 2013 )
ReadfWnte Ut Selacton Divice Kay Status
I ART21 BAND r© L
: FF Eine I Hull [ Hull
| e I UrrLine
i) C d I Hull T Mull
T ART2IH f SECOM ard type Coball T Ml
CARTETHTAIH O 'd © ol Tl
Launch - - KEY A/E Operation [1108:@,:1%,5‘1 N,O Mol T Hull
5 & Selup Device Kay Bufiee r Hull ™ Mull
r ™ Selup Meda Traller Slock Kanysy ™ Mull T Mull

" Sfars in SINUC MU Data Block
 From SMACIMAUAM == Device Koy

oy [Trasler| |

 From SBCIMUIM == TMP Bufor LU |

5 " From TP Bufier == SIWUCI
" From TMP Buffer => bedi

Cancel

Eey Index (Slready in Dirace) |
Dizsnicz TP Busfar |

Comminicrien Pag

= TCRF

=] Mull ™ Mull

7| Dest | J Hull T Mull
J _' _| ™ Hull

I~ I~ Hull

(s

EEEE. 1 .18 pae [

i

Cancel |

C.

10 Frororrereeeor ol PSSR 7 =
Dite/Tene Secter 03 =] Wite KEY |01 =] Global Addr |_| | LANMode | L]
. Fal  Hull
Diate ¢ Mask | ——
Status ™ Hull

1. Click “Comm Port Select” to select communication type (RS-232, USP or

TCP/IP) as shown on a.

2. Click “Password Change” in order to change the password if necessary as

shown on b.

Connect to Device

4 I =
CHFF —.I‘”wm Part Select
EEN

i Connect to Device |

Mes gz fiz Comm Bort Select ‘

BPassword Change ‘

\

4. When the value of “Card Type” shows from Off Line

to No Media and gives

a beep sound, and the message “ Device Login OK” is given by “Status”

column means the programmer is connecting to the PC as shown on c.

10



AR-737PDX8N21

Setup Master Code into Key A/B
Before writing the master code into the Key A and Key B positions of the
Media’s (SIM, CIM, UIM) Trailer Block, we need to set up device key buffer
first as follows:

3 Soyal Open System Bules ( Yersion 2.03 )

ReadMrite Unit Selection

e kT ~ o Connect ta Device
o « -

AR7TITU | A. b . Comm Port Select

RFSHT=SECOM i

™ ARTITH / 74A7H ' . E1Co3ESR Password Change
Launch ... LKEY AR Cnaration [ 17 niﬂ'ﬁﬂ.n'-. -0 A FY ]
=l * Setup Device Key Buffer KeyA to.. [Wi ~| KeyB to.. O -
o[ ] ™ Setup Media Trailer Block d By | KeyB | T

~ UM Staore in SIM/CIMAIIM Data Block c Config [Traller] | J
From SIM/CIM/UINM == Device Key

-
-

f LAM © From SIMCIMUIM >> TMP Buffer Source Block | | Dest | [
-~
-~

Fram TMP Buffer »> SIM/CIMAIN Key Index (Already in Device) [0 -] E
Frarm TMP Euffer »> Meadia Trailer Block Device TMP Buffer Execution

1. Select your Read / Write device — AR737U as shown on a.

2. Place SIM on the device as shown on b.

3. Select “Setup Device Key Buffer” and fill out the value “00” at Key A and
“01” at Key B as shown on c.

4. Set up the master code as Key A and Key B in 12 digits (0-9, A-F)
respectively as shown on d.

+ Device

Launch ... KEY A/B Operation [ 12 Digitals (0-9,A-F) ]
A=111 " Setup Device Key Buffer KeyA to .. | KeyB to.
el  Setup l‘@dia Trailer Block Keyh 25 KeyB
- :
~ UM Store in SIM/CIMAIN Data .Elluck ot [ IA'Decrement BT i o j
; ST R
CLAM T From SIMICIMAUIM > TMP Buffer e Sl | Dest. [N -
& Device || ¢ From TMP Buffer > SIM/CIM/UIM ey Index (Already in Devicel L Lol
 Fram TMP Buffer »> Media Trailer Block Device TMP Buffer g: Execution
Launch ... KEY A/B Operation [ 12 Digitals (0-9 A-F) ]

Sl " Setup Davice Key Buffer KeyA to .. KeyB to ..
I " Setup h@dia Trailer Block ey A, e 2B R

e
UM ?mre TS'MIC'MIU'M Pata Block anfig [Trailer] |Default (FFO78089) =

" Berrimeten: [ =
CAM o From SIMCIMUIM >3 THP Buffer pource Block | ] Dest. |17 [
& Device | From ThP Buffer =» SIMICIMIUIM 2y Index (Already In Devicel L2/} '

’j

From TMP Buffer == Media Trailer Block Device TMP Buffer | ! I—" Executlnn """"""

5. Select “Store in SIM/CIM/UIM Data Block” as shown on e.
6. Set up “Config (Trailer)” in “A:Decrement B:Increment” and “Dest.” in the
value “16” as shown on f.

11



AR-737PDX8N21
7. Press “Execution” as shown on g.

8. Again, “Config (Trailer)” in “Defualt (FFO078069)” and “Dest.” In the
value “17” as shown on h., and press “Execution” as shown on g.
9. Repeat Step 6-8 as mentioned above for setting up other SIM, CIM &

UIM cards

3) Launch LAM:

3.1. Save Key A and Key B into the Device Key

Place SIM or CIM on the programmer to read out its master code and save the

code into the Device Key of the device. Therefore we can issue the LAM. And

the steps are as follow:

| E1CT24F6 Easswend Chamge

1. Place SIM on the programmer as shown on a.

Launch ... KEY A/ Operation [ 12 Digitals (0-9,A-F) ]
Sl " Setup Device Key Buffer eyto ... (00 +| KeyBto.. |01«
oM * Setup Medjryfrailer Block Eyﬂ RevE
Ot m g i AL A Tiat s Bocs L
¢ UM & From SIM/CIMAJIM == Device Key Sk [Trailg_*. J
CLAM TS Fram SIMACIMAIIMG == TMP Buffer Source Black |16 ~lfpest -l
& Device ||  From TMP Buffer >> SIM/CIM/UIM e lindless (o izacly [ Desice) =h
 From TMP Buffer == Media Trailer Block Device TMP Buffer | | ="Execution |

Device Key Status
v IIIEI:GfK

ull

W 010 T Ml

a bk b

Select “From SIM/CIM/UIM >> Device Key” as shown on b.

Give value “00” and “01” in KeyA and KeyB respectively as shown on c.
Give value “16” in “Source Block” as shown on d. and press “Execution” e.
Then, “Device Key Status” should be changed as shown on {.

12



AR-737PDX8N21
3.2. Save 16" and 17" Data Blocks into the TEM Buffer

Place SIM or CIM on the programmer to read its master code then save the
code into the TMP Buffer of the device, so that LAM can be formatted by the
mentioned data as follows:

Launch ... KEY AJB Operation [ 12 Digitals (0-9.A-F) ]

Sk " Setup Device Key Buffer KeyA to ... KeyB to ...

el " Setup Media Trailer Block Keyh I— KeyB Ii

UM " Store in SIM%IM Data Block Config ITraQ-l'- J
" Fram SIM/CI == Device Key

CLAM S Fram SIMCIMAUIM »> TMP Buffer Sourcs Block |16 MEE E

S e = T Key Index (Already in Device _C

™ Fram TMP Buffer »= Media Trailer Block Device TMP Buffer |0~ . Evecution

TMP Bufter Status THP Euffer Status

I 000 W 00k

[ Mull e. W O1:0K f

[ Mull Ml

[ Mull Ml

Launch ... KEY A/B Operation [ 12 Digitals (0-9,A-F)

" SiM " Setup Device Key Buffer KeyA to .. KeyB to ..

£ Ci " Setup Media Trailer Block Kayd, ettt KeyE ’_ S
= ! g

~ UM Store in SIMICIMAUIM Data Block Config [Tr . J
" From SIMICIMAUN == Device Key

CLAM S From SIMICIMAUM == TMP Buffer sz M o | -

& Device | € From TP Buffer => SIM/CIMAUIM b gl enean oo oG -]
" From TMP Buffer == Media Trailer Block Device TMF Buffer |1 =1 T ek tion |]

1. Select “From SIM/CIM/UIM >> TMP Buffer” as shown on a.
2. Give the value “16” in “Source Block” and “0” in “Device TMP Buffer” as

shown on b.
3. Press “Execution” as shown on c., then “TMP Buffer Status” should be

changed as shown on e.
4. Again, give the value “17” in “Source Block” and “1” in “Device TMP

Buffer” as shown on f.
5. Remove the SIM/CIM from the programmer, and place a new card on
the programmer.
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3.3. Start to format Media as below:
Place either SIM or CIM on AR-737P, and then start to program the new

card.

AR-737PDX8N21

~Media

Layer|101|0|0|0|0|0
{LAM) 14 [£2Z: e EE L
; = | |
USerID[Slte.User]I 1;|| 1=

Yalue Block 0
\ — ] ID/Mask Sector 02 = | Read KEY IUU -
J ! _; J_/ Date/Time Sector |03 ~ | Write KEY 01 -
Format Media @ Date / Mask
Put a new card on the AR-737P. s Uiifuncions | [ Launch Media

3.3.1 Format a new media:
A new media’s (for example: a new mifare card) default value is to use the
Key A as master code to read or write data into the media. In order to
make it easier to program the new media, SOYAL sets this default value at
the 32" key (initial key) of device for user. Please sequentially press
the RUN button to format all other new cards.

Format new medinm to AWM (Config Trailer Block with THMFE Elock that from SIM/CIM) E'
Sector Source ThP xx Moo B Type leg.lig

-::]cmr:uu o o1 c2 ca || reyal ckeye |32 <]
r o o1 2 3 | keyal ckeye |z -
v Sdctor02 #p 1 2 3 v KeyA ] O KeyB §[32 ~
v Sdctor:03 “p 1 €2 3 v KeyA ] © KeyB §[32 ~
¥ adetord o o1 2 3 ||Freyal ckeye |32 <]
¥ Sdctor0s o fcr 2 3 | Freyal Ckeys |32 -
¥ Sctor0B co o1 o2 3 | Freyal ckeys |32 -
v Sdctor07 @0 g1 2 3 v KeyA ] O KeyB §[32 ~
v Sdctor08 @0 g1 2 3 v KeyA ] O KeyB §[32 ~
v Sdctor09 @0 g1 2 3 v KeyA ] © KeyB §|32 ~
v o lc1 c2 ca ||Freyal ckeye |32 <]
v o o1 c2 ca |[Freyal ckeyd |32 <]
v #n Ic1 2 3 | keyal © ke |z -
¥ #p |01 £2 €3 j © KeyB ff32 -
v co s F2 3 ||F keyal c ke |z
v co s F2 3 || keyal © ke |2 -

BUN EXIT

14



AR-737PDX8N21

New Media
o Authorized The Authorized
Sector Write-in source _
by Key is from
TEM 00 32" Key of device
00-13 . Key A
(KeyA-Read; KeyB-Write) (Default Value)
TEM 01 32" Key of device
14 -15 _ Key A
(KeyA-Rread: KeyA-Write) (Default Value)

After you format all new cards, please set the USER ID as shown on a. ,
then press “LAUNCH MEDIA” and the status should be changed to be
“LAM” as shown on b.

~hedia

Layer|101|0|0|0|0|0
{LANM) L1 L2 L3[4 [5 I8
User|D [Site:User Wﬂl 1;|
Walue Block

IDitask Sector 02 | ReadKEY o -
Date/Time Sector (03« | Write KEY 01 -
@? Eormat Media Date / Mask ‘

%g) UIM Functions

7=] Launch Media
.

15
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i.e.: 200 pieces of cards:
User ID:
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AR-737PDX8N21
1) Launch Device:

4.1. Select which device you want to program. For example, AR-721H as
shown on a.
4.2. Re-select the COM PORT as shown on b.

192 168 1 188 Port [1621

| ]
© O 0O 0 BRSO LI LIS L L >

4.3. If the connection between device and computer is OK, you would see
two places showing the successful connecting as follow:

4.3.1 Device ON/OFF Line status:

Mo Ylzdim

4.3.2 Status row:

16



AR-737PDX8N21

4.4. Place either SIM or UIM

g

4.4.1. To Change Device layer, and press launch Device as shown on a.
4.4.2. Please select “Check Open System Rules” as shown on b.

4.4.3. If you want to use the store-value function, you could also select
the Auto Decrement Medium and designate to decrease how much

value would be deducted at each time as shown on C.

—Device
LayermDIDIDIDID
—a. b

I Date Limit— 2 Checlk Open System Eules

= ime Zone Eheck AU Decrement Medium

I imns valie alloved ] e

T Enable Global Media ™ Load Lift a from Medium

License Sector 01 j Iﬂ\uto Deduct Value® |1 I
C.

LAN Node ; Launch Device ‘

Global Addr IDDD |000 ||::n::m

Mame Block Qo - Mame Access Key 00 -

4.5. Save the “Key A” into AR-721H:

2.

— KEY A/B Operation [ 12 Digitals (0-9,A-F) ]
© Setup Device Key Buffer KeyA to .. |OO v| KeyB to  [None |«
{ Setup Media Trailer Blochk 1 Ke'y'/ﬂ\ FEREEERABTNN KeyB EEEEAAEATENN
o St [Peiai EE07e0e0]
& From SIMICIWAUIN == Device Key

o BTG T == ThE Buter IM"JCK [15 IM——,
¢ From TMP Buffer >> SIMICIMAUIM Key Index (Afgady in Device) [ ][ ]
© From TMP Buffer => Nedia Trailer Block Device TMP Buffer [0 Execution |

—Device key Status—
00:0K O Mull

O kull O =ull
O kull O =ull
O rull O rull
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AR-737PDX8N21
2) Launch Sub-layer’s authorized cards

5.1 Quit Mifare Key program and re-connect to your 737P 3

Off Line [

™ COM2 EO T 7 COM

5.3. Put your Sub-layer’s authorized cards on your AR-737P, and select
which kind of card you'’re going to launch.
SIM CIM UM

18
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5.4 Key-in your Sub-layer’s layer’s code a. at L2. and launch it. b.

—Media
Layer|m1|_1m|o|o|o|o
{LAkA) |&] iﬂ L3 B S
UserID [Site:User] 1= 1
Value Elock 0
|D/Mask Sector IDQ v| Head KEY o0 -
Date/Time Sector |03 « | Write KEY 01 -
D’ Eormat Media 5 Date / hMask
h—
5 UM Functions |}f? Launch Media I

5.5 Launch CIM for a security guard
5.5.1 Quit the Mifare Keya software and re-launch it.
5.5.2 Re-connect to your 737P and put your SIM or CIM on it.
5.5.3 Put a new CIM card on your 737P.

CIM

~Launch ...
o Sk

= UM
C LAM

T Device

5.5.4 Security Card:
You may want to create some special card with limited functions
for security guards’ using. You could make it by choosing
following options.

Clt Function Assign:

" Update License Layer

™ Update User ID

v Update Date/Time

5.5.5 Key-in your Sub-layer’s layer code at L2. Then launch it as same

as 5.4.
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3) Launch Sub-layer’s AR-737P (Programmer)
6.1. Quit Mifare Key program and re-connect to the Sub-layer’s 737P.

o Line

6.2. Put your SIM or UIM on the Sub-layer’s 737P

20
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6.4. Designate Sub-layer’'s AR-737 to support SOR functions

| o1 J[rorffo fofo o

|

< X

IS RE ZoHE EhHeEh:

<

=i e el oEd

]

n

6.5. Launch AR-737P for a security guard
6.5.1. Quit Mifare Key program and re-connect to the security guard’s
737P
6.5.2. Put Sub-layer’s SIM or UIM on the security guard’s 737P
6.5.3. Notice about the layer code and check SOR as shown on a. and
b, then only designate a security guard’s 737P to program the
date of limit. C. Finally, Launch Device d..

[0 Jo oo

v

my A

ERE ZORE SHEG

<

IS s e al eived

I

I

=
000 000 {001
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How to change the Key A/Key B and re-format the LAM

card into new Key A/Key B?

Setpl:

a-»

Launch .

Sl
i
LI

LA

 Fram SIMCIMAUIM >3 uffer = . —
& Davice R lodey (Already in Device) | J | j
FFFFFFEFFFFF / FFFFFFFREFFF - P Buffer | I Execution

Launch ...

A 1]
=l
= LI
" LAM

v Device " From TMP Buffer > SIMCIMIIM

Reset the Key A/B and save at another Data Block

Select Key A/B Operation as shown on 1.

Key-in new 12-digit password at both Key A and Key B as shown

on 2.
i.e. FFFFFFFFFFFF/ FFFFFFFFFEEFE (Default: 12 F letters)

Please save the A:Decrement B:Increment of Config [Trailer]
at Data Block18 as shown as shown on 3. And then put authorized
cards and press the Execution 4. and

Please save the Config [Trailer] in Default (FF078069) value at
Data Block20 as shown on 5. Then press the Execution 6.

KEY A/B Operation [ 12 Digitals (0-9 A-F) |

" Setup Device Key Buffer KeyA _to ... KeyB to ..

" Setup Media Trailer Block
<t B:Increment -
Dest. |18 — 5

I~

t+ Stare in SIM/CIMIUIM Data Block

T TORTT Tl T LT LIevice |

KEY AB Operation [ 12 Digitals (0-9 A-
™ Setup Device Key Buffer B to ..

" Setup Media Trailer Block

~ _ .
Store in SIMICIMAIN Data .Ellock Config [Traller] |Defau|t TF0705) = j
 From SIMICIMAUIM >3 TMP Buffer Source Block | | Dest. IW ]

Key Index (Already in Device) | J | J

" From TMP Buffer == Media Trailer Elock Device TMP Buffer Execution
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Setp2: Save old Key A/B to Device Key Status:

a>

Launch .

Select Key A/B Operation: From SIM/CIM/UIM to Device Key as
shown as 1.

Put one authorized card , like SIM, on the programmer AR-737P.

Select Key A save to Device Key 00 and select Key B save to Device
Key 01 as shown on 2.

Save the source Key A/B from Data Block 16 as shown on 3.

Press the Execution 4., and then the Device Key Status will save the
Key A/B of Data Block 16 as shown as 5.

KEY AB Operation [ 12 Digitals (0-9 A-F) ]

2

= " Setup Device Key Buffer KeyA ta—.. |00 | KeyB to... M -
M " Setup Media Trailer Block Ky KeyB

C Store in SINCINAIM Data Block
UM 1 e mE R Canfig [Trailer] J

=™ Fram SIM/CIM/UIM == Device Ke 3

C LM O S TR By L Souree Block [16 _ _QDESL | -
& Device | ¢ From TMP Buffer >> SIM/CIM/UIM Key Index (Already in Device) |11 - || -l

 Fram TMP Buffer == tedia Trailer Block Device TMP Buffer | A0 Execution |
gevice Key St
W 00:0K [ Mull
W O1:0k T Mull
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Setp3: Save new Configure [Trailer] (included the new Key
A/B) to TMP Buffer Status:
a -~ Select Key A/B Operation: From SIM/CIM/UIM to TMP Buffer as shown
as 1.
b - Select the Source Block 18 as shown on 2.
c ~ Select the content of Data Block 18 and save as Device TMP Buffer O
as shown on 3.
d -~ Press the Execution 4., and then the TMP Buffer Status will save the
content of Data Block 18 as shown as 5.
Launch ... KEY AJB Operation [ 12 Digitals (0-9,A-F) ]
£ 5 " Setup Device Kay Buffer KeyA to .. KeyB to..
oM " Setup Media Trailer Block Keyd li KeyB li
" Store in SIMICIMALUIM Data Block ]
UM Config [Trailer] |
" Frorm SIMICIMAIIM == Device Key >
CLAM =G From SIMICIMUIM > TMP Bufief Source Block |18 : —_jIDESt' | [
& Device || O From TMP Buffer => SIM/CIMAUIM Key Index (Already in Device) |0 || =

* From TMP Buffer >> Media Trailer Black ~ |Device TMP Buffer |0 §j|

Execution 4 |

THP Buffer Status

v 00l
[ Nl.lﬁli
e ~ Select the Source Block 18 as shown on 6.
f -~ Select the content of Data Block 20 save to Device TMP Buffer 1 as
shown on 7.
g - Press the Execution 8., and then the TMP Buffer Status will show the
content of Data Block 18 as shown as 9.
Launch ... KEY AB Operation [ 12 Digitals (0-9,A-F)
TSI " Setup Device Key Buffer KeyA to .. KeyB to ..
I " Setup Media Trailer Block Keyd, KeyE
~ UIM " Store in SIM/CIMIUIM Data Block G [Toela | J
" Frarm SIMICIMAIM == Device Key 6
~ LAM Source Block |QD - | Dest. | J

* Fram SIM/CIMAUIM == TWIP Buffe - . =
& Device Key Index (Already in Device) | J | J

THMP Buffer Status
v 00Ol

W 070K

© From TP Buffer >> Media Trailer Block | Device TMP Buffer [ 7 ~ I

Execution 8 |
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Setp4: Reformat the LAM card

a - Press Format button at Media area as follows:

- hedia

Layer ITITITD,TD,TDIT

LAM) 00 i
UserD [Site: User] 1 3: | 73:
walue Block 865

IDiMdask Sector |02 =| Read KEY IDD 'I

DateTime Sector ﬁi 'I Wirite KEY |01 'l
‘k Format hedia b Date / Mask ‘

%\9 UMt Functions E Launch fedia

b - Content of LAM card

AR-737PDX8N21

The content of whole New LAM Card before being formation:

Sector Write-in source Authorized to program by [The Authorized Key is from
TEM 00 (Block 16) 32" Key of device
00 -13 Key A
(KA-R;KB-W) (Default Value)
TEM 01 (Block 17) 32" Key of device
14-15 Key A
(KA-R; KA-W) (Default Value)

The content of New LAM Card after being formation:

Sector Write-in source Authorized to program by

The Authorized Key is from

TEM 00 (Block 18)
00-13 (KA-R;KB-W) Key B
(New Key A/B)

01 Key of device
(Default Value)

TEM 01 (Block 20)
14-15 | (KA-R; KA-W) Key A

(New Key A)

00 Key of device
(Default Value)
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For having designated LAM’s Config [ Trailer] of Sector 00 to 13 as
A:Decrement B:Increment at the first time. In other words, the LAM
card can only be programmed or written by previous Key B (as shown
on 1.) that has been saved at Device Key 01 (as shown on 2.). Inthe
same time, LAM card will be programmed or written with the new Key
A/B and new Config [Trailer] of TMP Buffer 0 (as shown on 3.).

For having designated Config [ Trailer] of Sector 14 to 15 as Default
(FEE078069) at the begining. In the other worlds, the LAM card can only
be programmed or written by previous Key A (as shown on 4.) that has
been saved at Device Key 00 (as shown on 5.). In the same time, LAM
card will be programmed or written with the new Key A/B and its new
Config [Trailer] of TMP Buffer 1 (as shown on 6.).

Press the Run button to reformat the LAM card.

Used Sector Source TMP Use KeyAB Type Use Key at
¥ Sector00(OK) o1 2 €3 |Ckeyal fkeys || 7
I~ Secton0i(LLE oot c2 €3 |0 keyal @ keys |0 %
¥ Sector02(0K) s ]c1 2 €3 |[Ckeya + keyB o1 =

¥ Sector03(0K) "o |1 2 3 |[ckeyal| G keys |01 7]
o sectorosogl d Fo [r1 2 3 || Ckeya| # keys |01 7]
[ Sector05(0K) ol | ®2 e ||r Keya | & KeyB | |01 =]
¥ SectorOBOK) *oc1 2 €3 |[ckeyal fkeym ||
¥ Sector07(0K) o1 2 03 | ckeyal fkeym ||
¥ Sector0B(0K) o1 2 €3 | ckeyal fkevs || -]
[ Sector02(0K) ol || e ez e ||r‘ Keya | & Keyg | |01 =]
¥ Sectar 10(0K) "ot c2 €3 |[ckeya| Fkeym |01 #]
v Sector11(0K) "o |1 2 3 |[ckeyAl| Fkeyd |01 7]
[V Sector12(0K) "ot 2 €3 ||[ckKewal fkeys |1 -
¥ Sector13(0K) ol | e ma e Keys | & KeyB | |01 =]

G

@ Sector 140K | © 0 s

¥ e

]
0| (.

KeyB

.,

¥ Sector 15

oKy [ Ca

EXIT
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